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Problem Statement Our Approach: eBPF Fault Handlers VM Live Snapshots

We want to run custom fault handlers directly in the Linux kernel, without sacrificing

= Page faults are traditionally handled entirely by the OS. However, many applications benefit = Live snapshots write-protect guest RAM and save pages in the background. With uffd,

from running custom page fault handling logic: VM live migration and snapshots, garbage performance. vCPU writes to unsaved pages block until the handler thread saves them.

collection, far and tiered memory, memory debugging, and more » eBPF ¥ allows userspace programs to run safely in the kernel. The kernel verifies them in = With bpf_fault, the eBPF handler copies the page’s pre-image into a ring buffer and returns
= Linux's only mechanism for this is userfaultfd (uf£d), which offloads fault handling to advance to ensure they are bounded and memory-safe. immediately, so the vCPU never blocks

userspace = WWe can use eBPF to run custom fault handlers in-kernel, resulting in a much simpler - We integrated bpf_fault with live snapshots in Firecracker and QEMU

= Unfortunately, uf£d suffers from high overhead, poor scalability, and a design that precludes approach than uffd and fewer downsides.

its use in libraries gloOKW i WVWM W [TV [NV Moo
. . 2 gok | @
bpf_fault: Design and Implementation s o 0l
Background: userfaultfd _ g 200 2
Userspace : Kernel Virtual B o] oo, = Downtime == Dountime 1005
n bpf_f ault Shiﬁs the role O]C the @ Faul Memory Physical ﬁ o P99 Latency ) P99 Latency j P99 Latency | .
: . . . 0 2 4 6 8 10 O 2 4 6 8 10 12 0 2 4 6 8 10 12
« A process registers an address range with Userspace : Kernel Virtual fault-handling thread into the kernel — (@ Access ault Memory Time (s) Time (s) Time (s)
; . ain : . .
uffd and creates a dedicated fault-handling DAccess | O Feult R as an eBPr Struct_ops program Thread Run BPF_ | (@) Synchronous. (b) uffd live. (c) bpf_fault live.
M . : “ - )
thread . Th’a::d rfaultfd() @ ?j;tﬂjf r:gncgnntgftf:x:fgge:hread > i 5 Program R 'Write Figure /. Redis throughput and tail latency while taking a snapshot of an 8 GB Firecracker VM.
= On a fault, the kernel blocks the faulting W — ' o D Load and register bpf_fault| - 6
u .
thread and enqueues a fault message \ coe 30 — | contox Copy handler thread, or extra data copies ; context | | .
6 o0 = T . SUDDOIS anoNvMous and shmem = |n Firecracker, bpf_fault achieves 2-4x higher throughput and 5-111x lower average
* The handler thread reads the message, < y PP ymot ; :
socttl) missing, WP, and minor faults, as well - | BPF | | BPF latency than uffd during snapshots
prepares the page, and resolves the fault Handier | @ ; V4 & ! -2 ;
with an ioctl (e.g. UFFDIO COPY) Thread [— = > as file-backed memory, which uffd . |™Maps) |arena
e - : does not support | 1 inki
- 1 Handii 2 ults with onltEd Figure 4. bpf_fault’s fault-handling path. Lazy Dynamlc Llnklng
lgure L. manalng page raults with userrau .
Interface " .I_inux’s.dynamic Iinker eagerly app.lies relative relocations at load time, dirtying pages and
Limitations of userfaultfd increasing startup time for relocations that may not be used

= One callback per fault type, invoked with the faulting
address and the page struct bpf_fault ops_ctx {

= We use bpf_fault to defer relocations to fault time: on first access to a page, the eBPF
handler applies only that page’s relocations

unsigned long address;

‘® Overhead
= Zero-copy: handlers write directly into the new page, ettt lons renl address: . . o .
= Every fault requires context switches and extra kernel-user crossings: 70% of a fault is with verifier-enforced bounds B e Tealaddress; " Integrated into the glibc dynamic linker (1d. so), with no changes to the ELF format.

spent on uffd-inflicted overhead };“u8 raute_type; Impossible with uffd, which lacks file-backed fault handling and requires a handler thread.
= A missing read fault takes 10.2 ps with uffd vs. 0.75 us in the kernel (13.5x slower)

= Returning zero installs the page. A non-zero return

delivers STGBUS. unlike uffd. where a failed handler soruct fault ops | 1d.so registers each object’s writable segments in a per-process interval tree in a BPF arena,

which the handler searches on each fault
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